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Virtualization 3 5 2 42 7%

1998
2004 2006
1972 2009
1967 2003 2007
2005
2008
Trango INVIDRY
Virtual PC Intel— WindRiver
VM/370 - 1¢
commercial product Xen Open g?(rfjl Labs
VirtualLogix VLX Citrivasban
Intel VT-x, Intel VT-i
CP-40
NICTA L4 Microkernel + RedHat — KVM

1% Full Virtualization :
Hypervisor vmware— Trango

(VMware MVP)




[2006] Toshiba W47T CDMA Phone

[2007] 3G phones from HTC, LG, Mobile

[2008] Samsung SPH-m800

[2008] Instinct™ and HTC Dream (G1) with Android

Source: Open Kernel Labs.
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Virtual Machines
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B Bl EE App [l App
Xen
(Linux) (Windows)
VMWare
KVM

Virtual Machine Monitor (VMM) / Hypervisor
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Hardware Virtualization OS Virtualization

VMM/Hypervisor Technology Virtualizes access to OS
Virtualizes access to hardware Sing!e, stan%ard OS kernel is
Host OS and each guest has full OS — FUNNINGIBE .
standard or special Connects natively to underlying

: : hardware
VMware, Microsoft Virtual Server, XEN,
Parallels Virtuozzo, Sun Solaris Containers

et (Eget  \Sypet

Wirntual Hardware Virtual Hardwara Virtual Hardwarea
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Abstraction
Partitioning
Division/sharing
Hypervisor

Virtualization Layer

Hardware
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Full Virtualization

Applications

Applications Guest operating system

Virtual machine

Operating system i Guest OS
device drivers

Traditional x86
architecture

Host OS/Hypervisor

Device drivers

System hardware




Paravirtualization
.

Guest operating system Ring 0
Virtual machine monitor Ring -1 Virtual maching

Guest OS
device drivers

L

Virtual machine monitor

< Emulated hardware >

Host OS/Hypervisor

( Device drivers >

System hardware

Hardware-assisted virtualization

Virtual machine

Guest OS
device drivers

&

Virtual machine monitor

( Emulated hardware )

Hypervisor

( Device drivers )

System hardware
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1) 418 process %t & 2| Pl
kernel memory ° ™ kernel . Syt
1% 3t B PT A process AT B (<emel mappng Page Table smo
:\;??_ - User mapping for kernel mapping

2) f& kernel mode B
¥ 2 kernel 7T 5 B3] {4
page table '%’,,7}% @/z»\ [ Page Directory |
user process # % & &

3) copy_from, copy to

Address

location
in

physical

memory

Page Table
for user mapping




trapping kernel / user interactions

~N

Kernel Space
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. addr 2 W

User Space
> of Process
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LOVER = Linux Optimized for
Virtualization,

Embedded, and Realtime
(OSDC.tw 2007)

OKLabs » OKL4 - L4 microkernel

WindRiver -» Wind microkernel

TRANGO (now VMware MVP)

VirtualLogix VLX - Sun Microsystems Chorus



VMware MVP & R4 AR |
(video demo)
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Application  (eq: secure C\ompon\ent A8 A& Ak
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Time-to-Market
(OKL4)

Baseband
Software

Baseband
Software

RTOS RTOS

Hypervisor Hypervisor
Processor Processor Processor
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OKL4 introduces virtualization technology.

:> Qualcomm specific components: E §

OpenMAX, Qcamera, GPS, QCRIL II ] 2

i | < <
o “iviegedsw IR gl % ow! o 29
% Dialer kg
o Media Player App Ea;mera i App | S
& PP App Contacts ARM Flash  Video Audo  Network
<L
OpenMedia Framework T;I;erﬂ&];y AndrOid on
Qualcomm Platform
Q Camera GPS i1d ]
g HAL HAL d (Source: QCT)
n OpenCORE
i QCRIL
= Communication Stack
OpenMAX CQcamera GPS ONCRPC

e e e e e e e e e e e e e L oo oo o oo - IPC Handler REX Emulation Layer
@
- Linux 2.6.xx Kernel L4/lguana RTOS
=3
77
< | Boot Loader Driver Driver Driver SMEMIRPC [l SMEM\RPC Driver Driver
=
> ARM1136 or Scorpion Applications Processor ARM926 Communications Processor

MSM or QSD Converged Silicon Solution

D Google/Open Source D QCT Provided




| PHYS | build/iguana/wombat/vmlinux.physaddresses

| PHYS | build/iguana/bin/bootinfo.physaddresses

|SIM | build/image.sim

big endian is false.

arch: arm

cpu info: xscale, pxa2bx, 69052100, ffff{fffo, 2

mach info: name pxa lubbock, mach init addr 0x805fe00
uvart mod:0, desc in:, desc out:, converter:

SKYEYE: use xscale mmu ops

start addr is set to Oxa0000000 by exec file.

OKL4 — (provider: Open Kernel Labs) built on May 6 2007
init spaceids:125: Init spaceids 256 spaces

LA R R R NRERRERERRENEREREERSNDREERERDERRNDY]

L L]

Iguana svstem, Copyvright 1996-2006
* ERTOS — National ICT Australia "

LE R R R EREREEREREERERE LR EREEERELELREEERERERDLER RN

vbhbase is 0x1302000, vend is Oxcfffffff
addr is 0x1302000, vbase is 0x1302000
PXA25X OS Timer driver starting...
FXAZ25X wrap handler installed
Using FFUART.
Backed PXA serial
Linux version 2.6.10-arm (jserv@Software) (gcc version 3
Kernel memory ranges:
0: 0x02000000-0x02f 000 (4095 pages)
total 4095 pages
Built 4 zonelists
Kernel command line: igms name=ramdisk root=/dev/igms0
PID hash table entries: 128 (order: 7, 2048 bytes)
Instance: 0x00cfeal0) — server: 264001 objref: 1290000

Applications

L4 Microkernel
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Attack

Access SW
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Overflow Overflow
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component?
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Software Decom-
pression

Linux

Crypto,
Secure
loader

Generalized Hypervisor

Processor

Linux

GPL

Stub

REEWHENR

Access SW

RTOS

Driver

!

Hypervisor

Processor
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component?

Hypervisc

Processor
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OKL4 on Openmoko demo

Smaller TCB

Fault isolation

Control access using caps

Improves separation of trusted and
un-trusted subsystems
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OKL4 4% &, :
%4 (capability)
A M (component)
& F4#51% (Fast IPC)
3%~ % (10k LoC)
## (10 years dev)
%.#% 4 £ (BSD License)
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Application

e

VFS

IPC, File System

Scheduler, Virtual Memory

Device Drivers, Dispatcher, ...

Hardware

syscall

user
mode

Application = Unix
IPC Server

kermnel
mode Virtual Memory

Hardware

Device
Driver

File
Server




Virtualization Goes Mobile
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The Motorola Evoke QA4: A Case Study in Mobile Virtualization,
Gernot Heiser, Open Kernel Labs, Inc.

Embedded VMM for Portable Virtual Machines, Naveen Kalla,
Patrice Guelah, and Scott R. Armstrong

VMX Framework Performance and Power Management White
Paper, VirtualMetrix, Inc.

OKL4: http://en.wikipedia.org/wiki/OKL4
OKLabs: http://www.ok-labs.com/
L4HQ > L4 Community: http://l4hqg.org/
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